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The definitions below shall apply to this Schedule.  All capitalized terms not otherwise defined herein shall have the meanings ascribed to such terms in the Administrative Review System (ARS) License and Services Agreement (the “Agreement”).
“Best Practices” refers to the ITIL-v3 Service Level Management Guide.
“Defect” means an error, flaw, mistake, failure, fault, or “undocumented feature” in the ARS that causes a deviation, which in NYSED’s reasonable discretion is detrimental, from its intended behavior or performance as specified in its written specifications.
“Designated Representatives” means the NYSED support and management staff who shall be authorized to contact Contractor for the purpose of obtaining Call Center assistance.
“Incident” means an unplanned disruption or degradation of service in the ARS that negatively affects end users and must be resolved immediately.  Remediation will be planned through a permanent fix, a workaround, or a temporary fix.
[bookmark: _DV_M4]“Maintenance Services” means the maintenance services to be provided by Contractor pursuant to this Schedule and the Contract.
“Normal Business Hours” means the following hours of support staff operations for which end users will receive support assistance: The hours are between 8.00 a.m. and 5.00 p.m. Monday through Friday, Eastern Time.   
 “Support Services” means the support services to be provided by Contractor pursuant to this Schedule and the Contract.
“Term” means the duration set forth in the Agreement.
“Workaround” is a technical fix, intended to be temporary, put into place to provide end-user relief for a recognized incident in a system.  
[bookmark: _Toc424719037][bookmark: _Toc455125830]Service Objectives
The objective of the Services is to ensure reasonable, consistent, high-quality delivery of Support Services and Maintenance Services for the ARS.  Contractor shall apply Best Practices to provide the Maintenance Services and Support Services defined in this Schedule in accordance with the Service Objectives, Procedures, Service Levels, and Penalties defined in this Schedule and, where necessary, by applying Best Practices.
Contractor shall diligently process, categorize, and assess all changes to the ARS environment that are managed by the Contractor, validating that changes to the ARS are tested and controlled and that unplanned service disruptions are resolved in the shortest time possible.
Contractor shall oversee and maintain the ARS so that all software is current and supported technology, as deemed appropriate for NYSED business functions.
NYSED will be responsible for the hardware
Contractor shall provide Support Services to NYSED via a Call Center between 8am and 5pm Eastern Time, Monday through Friday, excluding NYS holidays, while email and web-based trouble ticketing must be available 24 hours a day, seven days a week during the Term to Designated Representatives.  Contractor shall provide access to Contractor’s support resources for quick resolution, feedback, troubleshooting, and support.  See Section 5 below for more details on Support Services.
0. All Contractor personnel providing the Support Services pursuant to this Appendix shall have expertise and be fully trained in issue incident identification and resolution and in escalation relating to the ARS.  Contractor personnel shall provide access to Contractor’s software engineering and technical resources for quick resolution, feedback, troubleshooting, and support.  All incidents shall be logged via designated on-line support management software.  The reported incidents shall be viewable online, in detail and summary formats, by Designated Representatives.
Contractor shall provide to NYSED a monthly service level report, in a mutually agreed-upon format.
[bookmark: _Toc424719038][bookmark: _Toc455125831]General Responsibilities
[bookmark: _DV_M17][bookmark: _DV_C3]The following are general Support Services for which the Contractor shall be responsible:
1. Security.  Comply with New York State and NYSED security policies, regulations, and standards applicable to the ARS for information, information systems, personnel, and physical and logical security.
Policies, Procedures, and Standards.  The Contractor is responsible for conforming to the policies and procedures of NYSED as outlined in the RFP, including governance standards.  Contractor employees using NYSED resources, on site, onshore, or offshore, shall adhere to all NYSED policies and procedures as outlined in the RFP.
The policies and procedures shall be provided, as needed, by NYSED.  This includes, but is not limited to, policies and procedures for Security and Code of Conduct (e.g., Internet usage, passwords, access to NYSED production systems and intellectual property).  Changes in policies that cause a material change in the scope of the ARS will be subject to the Change Control Management process as set forth in the Agreement.
[bookmark: _DV_M20][bookmark: _Toc424719039][bookmark: _Toc455125832]Maintenance Services
Subject to the terms and conditions of the Agreement and all Appendices and Schedules thereto, Contractor shall provide Maintenance Services for the ARS.  More details on Maintenance Services will also be included in the Maintenance and Operations Plan and Procedures as prepared by the Contractor and approved by NYSED. 
Maintenance Services shall consist of the following:
[bookmark: _Toc455125833]ARS Maintenance and Updates:
[bookmark: _DV_C11]The Contractor is expected to periodically deploy releases of the ARS into the NYSED technical environments as defined in the RFP. Except in cases of emergency (e.g. security patches), the Contractor shall notify NYSED at least thirty (30) days prior to activating each Update.  In the cases of emergency, NYSED must be notified as soon as possible. Notification shall include the following, at a minimum:
1. Date of Update activation
Notes describing the Update content
Date, time, and duration of time required to deploy the Update
Results of satisfactory test runs of the Update in the Pre-production (Staging) environment of the ARS
The Contractor shall apply continuous efforts and resources to resolve any Defect in the ARS identified by NYSED, otherwise brought to Contractor’s attention, or a Defect of which the Contractor should reasonably become aware.
[bookmark: _Toc205285390][bookmark: _Toc205285614][bookmark: _Toc205287919][bookmark: _Toc455125834]Maintenance Schedule
1. Scheduled Maintenance – Contractor shall perform routine maintenance on Contractor managed system elements (if any) on a regular basis.  The maintenance shall be within the Service Levels defined in this Schedule.  The maintenance shall be performed outside normal business hours.  The Contractor shall provide NYSED with advanced notice of maintenance whenever possible
Emergency Maintenance – Under certain circumstances, Contractor may need to perform emergency maintenance, such as security patch installation.  The Contractor shall provide NYSED with notice of such emergency maintenance.
[bookmark: _Toc40171161][bookmark: _Toc455125835]Update Management  
Activities include services required to appropriately manage and document changes to the application(s) and/or any of the ARS components, including associated costs if outside of agreed-upon scope.  Update management also includes services required to appropriately manage and document changes to the underlying ARS hardware and software components.
1. Version Control - the maintenance, tracking, and auditing of modifications to an application’s components over time, facilitating the restoration of an application to prior development stages.
[bookmark: _DV_M39]Turnover Management - the promotion of software changes across different phases of the life cycle (e.g., development, unit test, systems test, and production), including management of the approval process, production turnover and software migration control.
Platform Change – the coordinated activities with NYSED prior to any requested or required changes to the ARS that may affect the service-level performance of any of the ARS environments.  Any changes to the baseline project plan must be managed consistently with the SOW and documented change management procedures defined during the ARS implementation.
[bookmark: _Toc455125836]Change Management
Contractor shall provide change management services to manage changes to the Contractor managed elements of the ARS (if any) that alter the existing state of the ARS, including software, hardware, networks, and facilities.  Contractor shall use a standard process to communicate and implement changes, in accordance with the change management service levels summarized in the table below.
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Table 1 – Change Management
	Contractor
Change Management
	Business Impact
	NYSED Notification and Confirmation
	Example

	Planned
	Standard
	Minor or repetitive changes considered part of the normal workflow with no impact to NYSED’s business.
	None.
	Password reset.

	
	Minor
	Small changes that have a documented and proven implementation process with little impact to NYSED’s business.
	Contractor shall advise NYSED 48 hours in advance.  Unconfirmed notification to NYSED is acceptable.
	Installing patch on the application server.

	
	Moderate
	Changes that may affect multiple applications and have a broad business impact.
	Contractor shall advise NYSED five working days in advance.  NYSED must confirm notification.
	New OS or version Update.  Update in network infrastructure.

	
	Major
	Changes that may affect multiple applications across multiple departments, with a significant impact to NYSED’s business.
	Contractor shall advise NYSED ten working days in advance.  NYSED must confirm notification.
	Replacing old information system with new.

	Unplanned
	Critical
(After-hours)
	Changes that must be performed in order to correct a faulty IT service having some impact on NYSED’s business.  Impact to business does not warrant immediate correction.
	Contractor shall advise NYSED as soon as possible after knowing such a change is required.  NYSED must confirm notification if it is a security related incident.
	Hung process on a server – needs to be corrected before next tape backup is scheduled.

	
	Emergency
(Immediate)
	Changes that must be performed in order to correct a faulty IT service having a major impact on NYSED’s business.  Impact to business requires immediate resolution.
	Contractor technical staff shall respond to the emergency and Contractor management shall advise NYSED immediately.  Confirmed notification is preferred.
 
	Virus attack on network.


[bookmark: _Monitoring_and_Reporting][bookmark: _Support_Services][bookmark: _Toc424719041][bookmark: _Toc455125837]Support Services
Subject to the terms and conditions of the Agreement and all Appendices and Schedules thereto, Contractor shall provide Support Services as described herein for all components of the ARS System, including Contractor provided hardware (if any) and third-party supplied system software chosen by Contractor.  Support Services shall consist of the following:
[bookmark: _Toc455125838]Support Center
Standard customer care services are required to provide continued proper and effective use of the ARS by Users throughout the Term of this Agreement.  The Support Center staff will be reached and tickets opened through a toll-free phone number, through E-mail and by using web-based forms.
Support Center services are provided as follows:
1. Call Center hours of operation are to be provided between the hours of 8.00 a.m. and 5.00 p.m., Monday through Friday, Eastern Time.
The Support Center must be staffed to support the Incident Resolution goals in Table 2 below.
Support Center staff provides assistance in the following areas:
0. Assistance related to use of the ARS System
Advice on workarounds for verified Defects
Information on verified Defects previously identified by NYSED and reported to Contractor
Advice on completion and authorization for submission of the Contractor Modification/Change Request Form to report identified Defects in the ARS 
Contractor shall create and add appropriate documentation to the ARS help files or other mutually agreed-upon tools to address NYSED issues.
[bookmark: _Toc455125839]Support Tiers
Following are examples of expected support tier responsibilities. Further details on responsibilities of each tier will be included in the Maintenance and Operations Plan and Procedures as prepared by the Contractor and approved by NYSED. 
Level 1 support – NYSED CNP staff members who answers Help Desk calls and provide triage for help requests. This includes ticket routing and escalation to Level 2 and Level 3 support. May provide basic support and troubleshooting, e.g. password resets.
Level 2 support – Staffed by NYSED IT staff members who are familiar with business process and the system use. They will make the first attempt to assist end users with issues related to system navigation and functionality or other business related questions. Level  2 escalates to Level 3 for technical system support, and configuration issues.
Level 3 support – Contractor staff members who are experts in support of the solution, they coordinate with other contractor and NYSED staff members to resolve acute or chronic issues. Take calls from Level 2 NYSED staff
[bookmark: _Toc455125840]Escalation Procedures
All incidents shall be reported by users as follows:
1. [bookmark: _DV_M69]Users record incident in the designated help desk system.
[bookmark: _DV_M70]Designated Representatives escalate incidents to Contractor via:
0. [bookmark: _DV_M71]Support Center;
0. [bookmark: _DV_M72]E-mail Support; or
0. [bookmark: _DV_M73]Web-based Support.
[bookmark: _DV_M74]Contractor records incident and specified severity level as assigned by NYSED.  The Contractor shall immediately contact NYSED Information Security Office any time an information security related concern arises from a support call.
[bookmark: _DV_M75]Contractor records incident in the Contractor’s Support System with NYSED Help Desk ticket number and specified severity level as assigned by NYSED.
[bookmark: _DV_M76]Contractor personnel shall respond to Designated Representative based on the NYSED-assigned severity level in accordance with the Service Levels herein.  Contractor personnel shall resolve incidents as expeditiously as possible, consistent with Best Practices and industry standards.
[bookmark: _DV_M77][bookmark: _Toc455125841]Complaints.  
NYSED shall escalate to the Contractor personnel manager upon unsatisfactory results not in compliance with Service Levels for any incident or problem.
[bookmark: _DV_M78][bookmark: _Toc424719042][bookmark: _Toc455125842]Service Levels
Contractor shall provide support between the hours of 8.00 a.m. and 5.00 p.m., Monday through Friday, Eastern Time, as set forth in the Contractor’s SOW, with minimum compliance to the service levels mentioned below.  The Initial response time requirement begins when NYSED reports the issue to Contractor’s Support Center. NYSED, within its reasonable discretion, shall determine the appropriate severity level based on the following definitions and shall convey its designation to Contractor when the issue is reported.  If Contractor does not agree with NYSED’s designation of the severity level for any issue, it shall indicate the severity level Contractor attributes to the issue as soon as possible, but in any event by the end of the Initial Response time for the severity level originally designated by NYSED.  The Parties shall work in good faith to agree upon the appropriate severity level, provided that such determination shall not unreasonably delay the implementation of a solution to the issue.
[bookmark: _DV_M79][bookmark: _Support_Service_Response][bookmark: _Toc455125843]Support Service Response Requirements
[bookmark: _DV_M80]Support Service Requirements measured on a monthly basis are the performance metrics related to providing timely information and resolution of incidents reported by NYSED during operation of the ARS solution.
[bookmark: _Severity_Table_–][bookmark: _Toc455125844]Severity Table – Incident Resolution
The scope of Incident Management includes any event that disrupts, or could disrupt, a service.  This includes events that are communicated by users, as well as incidents detected and reported by technical staff or monitoring tools.  Incident models can help ensure that standard approaches are followed and timescales are met; for example, for managing security incidents or using well-defined solutions for common types of incidents. 
The responsibilities for incident resolution may be the responsibility of NYSED, the Contractor or both. Details on responsibilities will be included in the Maintenance and Operations Plan and Procedures as prepared by the Contractor and approved by NYSED.

[bookmark: _Toc409614603][bookmark: _Toc424719068]Table 2 - Incident Resolution
	Severity Level
	Title
	Description
	Initial Response1
	Incident Resolution2

	1
	Critical
	Production system is halted and/or data has been corrupted.  If there is no reasonable fix or workaround available, a patch may be produced.  When an acceptable workaround is provided, the incident shall be downgraded to a lower priority.
	1 hour 3
	4 hour fix target

	2
	High
	Incidents render a feature inoperable without a workaround.  They do not cause the production system to be inoperative, but they disrupt the normal business operations.
	4 hour 3

	24 hour fix target 

	3
	Medium
	Incidents render a feature inoperable with acceptable workaround to be used on an interim basis until incident addressed with a more effective workaround and/or fix.
	12 hours 3

	5 day fix target

	4
	Low
	Incidents have little impact on the business and application, including questions not answered in the vendor documentation and documentation errors.  Incidents may be addressed in a future release.
	24 hours 3

	15 day fix target.


1 Initial phone response from Contractor acknowledging incident/severity level to Designated NYSED Rep.
[bookmark: _DV_M82][bookmark: _DV_M83][bookmark: _DV_M84]2 Contractor shall provide correction or a satisfactory interim workaround to the NYSED.
 3 Incident reported during Normal Business Hours.
[bookmark: _DV_M85][bookmark: _DV_M81][bookmark: _DV_M86][bookmark: _Toc424719043][bookmark: _Toc455125845]Penalties
For those incidents that are within Contractor’s control (subject to NYSED’s reasonable agreement as to whether an incident is within Contractor’s control), and unless mutually agreed upon, NYSED shall levy the following penalties upon the contractor on a monthly basis, calculated from the monthly fees.
Penalties shall be incurred by the Contractor for non-compliance to the incident ticket response/resolution requirements as set forth above.  Downtime for each incident shall begin from the time notification/alarm is received and shall end when the system is returned to proper operating condition, as approved by NYSED.  When a proactive ticket is opened by the Contractor’s automated monitoring system, the outage period begins when the automated ticket is opened. 
In the event there is no applicable regular monthly charge, the amount of the credit shall be remitted directly to NYSED.  NYSED, at its sole discretion may waive any penalties based upon precipitating events such as:  catastrophic failure, multiple simultaneous failures, and/or best effort attempts to ensure service.
[bookmark: _Toc409614606][bookmark: _Toc424719071]Table 3 Penalties -  Monthly Average Incident Resolution Time
	Non-Compliance Incident Resolution Timeframes Exceeded by:
	Severity 2 – 4 Penalties
(average time to repair calculated on a monthly basis per severity level)
	Additional Credit Percentage for each subsequent month where resolution is delayed

	Less than or equal to 1 hour of delay on average of all tickets with the same severity level:  
	Forfeit 1% of the following month’s regular monthly charge. 
	1.0%

	Greater than 1 hour of delay on average of all tickets with the same severity level:  
	Forfeit 2% of the following month’s regular monthly charge.
	1.5%

	Greater than 2 hour of delay on average of all tickets with the same severity level:  
	Forfeit 3% of the following month’s regular monthly charge.
	2.0%

	Greater than 4 hours of delay on average of all tickets with the same severity level:  
	Forfeit 5% of the following month’s regular monthly charge.
	4.0%
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